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VPN Setting Example — IPSec over L2TP

L2TP Client Side (E-Lins Router)
1. Make sure the L2TP Client Router is online.
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2. Check if L2TP Client Router can visit L2TP Server Router without L2TP. If cannot visit, the L2TP will not be
connected. “Router Web --- Network --- Diagnostics”,
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3. Open web management page, click “Services”->"VPN” at the left navigation bar, then click “L2TP” to open
L2TP Configuration page.
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Input new instance name, the example we input “QiuHome”, and then select “Client” as role, finally Click
Button “Add New”.
Click button “Edit” in the row of “QiuHome” instance.
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Checked “Enable”, fill in value of “Server” as L2TP Server WAN IP address. Here our L2TP Server Router
has WAN cmhn.f3322.net and LAN IP address 792.168.1.1

Set username/password we configured on L2TP server.

Set the PPTP Remote LAN subnet and PPTP Remote LAN netmask of L2TP server. Here is 10.0.20.0 and
255.255.255.0.

Set Keep Alive.

Click button “Save & Apply” if everything is done.

4. Open web management page, click “Services”->"VPN” at the left navigation bar, then click “IPSec” to open
IPSec Configuration page.

Input new instance name, the example we input “ipsec_base”, and then select “Client” as role, finally Click
Button “Add New”.
Click button “Edit” in the row of “ipsec_base” instance.
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Configure all the parameters with right value from the VPN Server and click “Save & Apply”.

5. Wait some seconds until the Client Router connects to Server Router via L2TP, then on IPSec.
Check the link status of L2TP Client Router.
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Once the L2TP connection is up, the L2TP Client Router will display L2TP IP address at “Interface”.

6. Check the link status of IPSec Client at “Router Web --- Status --- VPN”.

7. Ping from Client Router to Server Router (with L2TP IP 10.0.20.1)
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